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OFFICE OF THE 
INFORMATION & PRIVACY COMMISSIONER 
for Prince Edward Island 

 
 
 

INVESTIGATION REPORT IR-15-001 
Re: Workers Compensation Board 

 
October 30, 2015 

  
 
Summary: 
 
The Complainant questioned the information handling practices of the Workers’ Compensation 
Board (“the WCB”), due to its disclosure of his personal information to a third party, without his 
knowledge or consent.  There was no evidence that the disclosure was intentional.  The WCB 
inadvertently disclosed the Complainant’s personal information to a third party, unaware that a 
one-page document containing the Complainant’s personal information was included in an 
envelope addressed and mailed to a third party.  The document contains the Complainant’s 
name, address, telephone number, case identification number, the Complainant’s signature, 
the date of his signature, the name of the Complainant’s physician, and the dates of the 
Complainant’s appointments with his physician.  The WCB attributed the mistake to human 
error.  The Commissioner found that the disclosure of the Complainant’s personal information 
by the WCB was a violation of Part II of the Freedom of Information and Protection of Privacy 
Act. 
 
The WCB provided the Commissioner with a summary of the subsequent actions it took in an 
attempt to minimize harm from disclosure and prevent further similar incidents in the future.  
While the preventative actions are a good start, the Commissioner found that they are not 
adequate. 
 
Five years subsequent to the initial complaint, the Commissioner queried the WCB on whether 
there had been any reported disclosures of personal information by the WCB, inadvertent or 
otherwise, since July 2010, and whether any new policies or procedures had been drafted or 
implemented by the WCB relevant to the issues raised by the privacy complaint. 
 
The WCB responded that it had established a database to track reported instances of privacy 
breaches.  It further reported that between October 2011 and August 2015, 47 privacy 
breaches had been reported at the WCB. 
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The Commissioner concluded that the steps taken by the WCB, while reflective of a genuine 
concern for clients’ personal privacy, are not sufficient to protect the personal information of 
its clients.  The Commissioner recommended that the WCB follow up every six months, for two 
years, with a report to the Commissioner of improvements made.  The Commissioner made 
recommendations to improve the Public Body’s breach response, and the culture of privacy 
protection at the WCB. 
 
Statutes and Regulations Cited: Freedom of Information and Protection of Privacy Act, 

RSPEI 1988, c F-15.01, s. 1(i), 8, 35, 37, 38, 60(3), Bill 42, 
Health Information Act, 4th Sess, 64th Leg, Prince Edward 
Island, 2014 cl 36(2) (assented to 14 May 2014), PE 2014, 
c. 31.  

 
Authorities Considered:  Investigation Report 131-2015, Saskatchewan Government 

Insurance (30 September 2015) Regina 131-2015 (Sask IPC) 
     Order PP-04-004, Workers Compensation Board, Re, 2004 

CanLII 54474 (PE IPC) 
     Order PP-06-002, Workers Compensation Board (Re), 2006 

CanLII 39091 (PE IPC) 
 
Other Resources Cited:  Prince Edward Island, Workers’ Compensation Board of 

PEI, Procedure Number PRO-127R, “Privacy Breach 
Management” (17 December 2013) 

 
     “Key Steps in Responding to Privacy Breaches” (July 2012), 

online:  Office of the Information and Privacy 
Commissioner of Alberta 
<http://www.oipc.ab.ca/Content_Files/Files/Publications/
Key_Steps_Responding_July_2012.pdf> 

 
     Carl D. Schneider, Ph.D,, “’I’m Sorry’ The Power of 

Apology”, online:  Mediate.com 
<http://www.mediate.com/articles/apology.cfm>, cited in 
Office of the Information and Privacy Commissioner of 
Ontario, Mediation Works!, Tribunal Services Department,  
Issue 2 (Fall 2002) 

 
     Austl, Queensland, Office of the Information 

Commissioner, “Tips for Resolving Privacy Complaints” 
(Practice Note – Information Privacy Act 2009), online:  
Office of the Information Commissioner Queensland  
<https://www.oic.qld.gov.au/publications/practice-
note/tips-for-resolving-privacy-complaints>  

http://www.mediate.com/articles/apology.cfm�
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     Prince Edward Island, Workers’ Compensation Board of 
PEI, Strategic Plan 2013 - 2015, online:  Workers 
Compensation Board 
http://www.wcb.pe.ca/DocumentManagement/Document
/pub_strategicplan2013_2015.pdf  

 
   
 I. BACKGROUND 

 

[1] In January, 2010, a client of the Workers’ Compensation Board (“the Complainant”) 

received a telephone call from a third party, advising him that a copy of a document 

containing the Complainant’s personal information had been included with 

correspondence the third party received from the Workers’ Compensation Board (the 

“Public Body”).  The Complainant submitted a complaint to this office, asking that the 

Commissioner review various matters concerning the Complainant’s Workers’ 

Compensation claim, and the Public Body’s actions leading to inappropriately disclosing 

his personal information to a third party.  The Complainant was informed that the 

Commissioner was unable to review any of the matters concerning his Workers’ 

Compensation claim.  The former Commissioner commenced an investigation specific to 

the Public Body’s disclosure of the Complainant’s personal information to a third party. 

 

[2] The Public Body submitted a report related to its internal investigation into the privacy 

complaint.  The report concludes that the disclosure was a case of human error, and 

sets out the actions the Public Body carried out in an attempt to prevent similar 

disclosures in future. 

 

 

 

 

 

 II. PUBLIC BODY’S REPORT ON ITS INTERNAL INVESTIGATION 

http://www.wcb.pe.ca/DocumentManagement/Document/pub_strategicplan2013_2015.pdf�
http://www.wcb.pe.ca/DocumentManagement/Document/pub_strategicplan2013_2015.pdf�


 Page 4 of 32 

 

[3] The Public Body’s report on its internal investigation into the privacy complaint presents 

an overview of the Public Body’s actions upon being notified by a third party of the 

disclosure, together with details about how the disclosure occurred. 

 

[4] The third party contacted an employee of the Public Body, and advised that he received 

a document containing the Complainant’s personal information.  The employee asked 

the third party to destroy the document, and the third party agreed.  The employee was 

also contacted by the Complainant, who advised the employee of the disclosure, having 

been previously informed by the third party.  The employee notified the manager, and 

the manager contacted both parties and apologized. 

 

[5] The Public Body concluded that the disclosure was caused by human error.  A staff 

member was working on a document pertaining to the third party.  When finished, the 

staff member intended to work on a document pertaining to the Complainant, which 

document was also on the staff member’s desk.  The staff member inadvertently placed 

the document containing the Complainant’s personal information in an envelope 

addressed and mailed to the third party. 

 

[6] The Public Body describes the actions it took to prevent similar disclosures in future, as 

follows: 

 

We have taken the following actions in an attempt to prevent further 
incidents of this nature in the future: 

 
  • The staff member has been reminded to double-check all 

envelopes being released to ensure that information has not been 
inadvertently placed in the wrong envelope. 
 

 • The other three staff members who perform the same duties as 
that staff member have been reminded to double-check all 



 Page 5 of 32 

envelopes being released to ensure that information has not been 
inadvertently placed in the wrong envelope. 
 

 • A reminder has been sent to all staff to remind them to be diligent 
with respect to protecting the personal information of workers. 
 

 • In future, a periodic reminder will be sent to all staff to remind 
them to be diligent with respect to protecting the personal 
information of workers. 

 
 

 III. SIMILAR DISCLOSURES 

 

[7] The Complainant was not satisfied that the actions taken by the Public Body were 

sufficient enough to resolve his concerns.  The Complainant advised that he had 

previously received personal information about a third party in correspondence he 

received from the Public Body that the Public Body had also attributed to human error.  

The Complainant expressed concern about the information handling practices of the 

Public Body, and asked that the Commissioner continue with an investigation into the 

history of privacy breaches of this nature by the Public Body. 

 

[8] The Complainant does not accept that the actions carried out by the Public Body to 

prevent future disclosures are sufficient.  The Complainant submits as follows: 

 
How many other people has it happened to that have said nothing, and 
how many times did W.C.B. say to everyone that it was human error. 
 
I would like to state that I am not satisfied with the actions in which 
W.C.B. have taken are sufficient enough to resolve this matter.  I have no 
faith in when W.C.B. states that, staff members are reminded to double-
check envelopes, and respect the personal information of the workers.  
Like I have stated in this letter earlier, this is the second time this has 
happened to me so I think the government should get involved and do a 
review of all aspects of the way W.C.B. treats people’s privacy. 
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Myself I would like to see the Privacy Commission investigate W.C.B. to 
see who else and how many times this has happened before . . . 

 

[9] Following up on the evidence provided by the Complainant, the former Commissioner 

requested that the Public Body provide statistics regarding previous privacy breaches, 

with details on the actions it carried out subsequent to each breach.  The Public Body 

responded that the director of each division within the Public Body had been canvassed, 

and that no privacy breaches of this nature were noted.   

 

[10] Given the evidence of the Complainant, and given the information that I have 

subsequently been provided by the Public Body, which is discussed later in this 

investigation report, it is reasonable to conclude that previous privacy breaches may 

have occurred, but that, at that time, the Public Body did not have a mechanism to 

record such breaches. 

 

 IV. ISSUES AND ANALYSIS 

 

[11] The Information and Privacy Commissioner is generally responsible for monitoring how 

the Freedom of Information and Protection of Privacy Act, RSPEI 1988, c F-15.01 (the 

“FOIPP Act”), is administered, to ensure that its purposes are achieved [s. 50(1)].  The 

FOIPP Act provides that the Commissioner may also investigate to ensure compliance 

with any provision of the FOIPP Act [clause 50(1)(a)], and investigate and attempt to 

resolve complaints that personal information has been collected, used or disclosed by a 

public body in violation of Part II of the FOIPP Act [clause 50(2)(e)].  Further, the 

Commissioner may give advice and recommendations of general application to the head 

of a public body on matters respecting the rights or obligations of a head under the 

FOIPP Act [s. 50(1)(h)]. 
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[12] It is a stated purpose of the FOIPP Act to control the use and disclosure of personal 

information that has been collected by a public body [s. 2(b)].  The FOIPP Act also states 

an intention to provide for the resolution of complaints made under the legislation [s. 

2(e)].   

 

[13] Before I am able to give advice or recommendations to the head of the Public Body, I 

must address the issues arising from the investigation, and make findings related to 

those issues.  There are three key issues of this investigation, as follows: 

 

 1. Did the Public Body violate Part II the FOIPP Act by disclosing personal   
  information of the Complainant to a third party without the Complainant’s  
  knowledge or consent? 
 
 2. If the Public Body is found to have violated Part II of the FOIPP Act, did the Public 
  Body respond appropriately to the privacy breach? and 

 

 3. Did the Public Body make sufficient efforts to ensure that such privacy breaches  
  do not occur in future? 
 

 Issue One: Did the Public Body violate Part II the FOIPP Act by disclosing personal  
   information of the Complainant to a third party without the   
   Complainant’s knowledge or consent? 
 

[14] Section 35 of the FOIPP Act places a duty on public bodies to protect personal 

information in their custody or under their control.  Section 35 of the FOIPP Act, supra, 

states: 

 

35.  The head of a public body shall protect personal information by 
making reasonable security arrangements against such risks as 
unauthorized access, collection, use, disclosure, disposal or destruction. 

 

[15] The one-page document inadvertently disclosed by the Public Body to a third party 

contains the Complainant’s name, address, telephone number, case identification 
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number, the Complainant’s signature, the date of his signature, the name of the 

Complainant’s physician, and the dates of the Complainant’s appointments with his 

physician. 

 

[16] “Personal information” is defined at clause 1(i) of the FOIPP Act, supra, as recorded 

information about an identifiable individual.  Subclauses (i), (iv), and (vi), describe 

categories of information, and state, as follows: 

 
 1.  In this Act 

. . . 
  (i)  “personal information” means recorded information  
  about an identifiable individual, including 

. . . 
   (i) the individual’s name, home or business address 
   or home or business telephone number, 

. . . 
   (iv) an identifying number, symbol or other   
   particular assigned to the individual, 

 
     (vi) information about the individual’s health and  

   health care history, including information about a  
   physical or mental disability, 

 
 
[17] I find that the following information contained in the one-page document disclosed to 

the third party is personal information of the Complainant, as defined by clause 1(i) of 

the FOIPP Act: 

 

• the Complainant’s name, address, and telephone number [clause 1(i)(i)]; 
  

• the Complainant’s case identification number, and the Complainant’s signature 
 [clause 1(i)(iv)]; and 
  
• the name of the Complainant’s physician, and the dates of the Complainant’s 
 appointments with his physician [clause 1(i)(vi)]. 
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[18] The Complainant did not consent to the disclosure of his personal information to the 

third party.  Sections 37, 39, and 40, of the FOIPP Act set out circumstances by which 

personal information may be disclosed by a public body.  None of these circumstances 

apply to the facts of this complaint, nor has the Public Body claimed any such 

circumstances.    

 

[19] I find that the Public Body violated Part II of the FOIPP Act by disclosing the personal 

information of the Complainant to a third party.  This finding will come as no surprise to 

either the Complainant, or the Public Body.  Further, this finding is insufficient to 

address the wrong that has been incurred against the Complainant.  As has often been 

pointed out, a violation of privacy cannot be undone.  However, the FOIPP Act permits 

me to investigate the potential sources of the Public Body’s wrongdoing, and to make 

recommendations to help ensure that this type of violation of Part II of the FOIPP Act by 

the Public Body is not repeated.  My recommendations will be made with the goal of 

preventing violations of this nature from occurring in future. 

 

 Issue Two: Did the Public Body respond appropriately to the privacy breach? 

 

[20] Information and privacy commissioners from various provinces have outlined the 

necessary steps that should be taken by public bodies in response to privacy breaches.  

In Saskatchewan, for example, guidelines are provided to public bodies.  Investigation 

Report 131-2015, Saskatchewan Government Insurance (30 September 2015) Regina 

131-2015 (Sask IPC), recently summarized recommended steps at [para 9], as follows: 

 

[9] . . . My office’s resource, Privacy Breach Guidelines:  Tips for Public 
Bodies/Trustees Dealing with Privacy Breaches recommends four best 
practice steps be taken by public bodies when responding to privacy 
breaches.  These are: 

1.  Contain the breach;  
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2.  Notify affected individuals and/or appropriate organizations;  

3.  Investigate the breach; and  

4.  Plan for prevention. 
 

[21] Similarly, in Alberta, the Information and Privacy Commissioner has posted “Key Steps in 

Responding to Privacy Breaches”1

 

, with the following four steps identified: 

 1.  Contain the Breach; 

 2.  Evaluate the Risks Associated with the Breach; 

 3.  Notification; and  

 4.  Prevention 

 

[22] I have reviewed the Public Body’s summary of its response to this privacy breach.  The 

response was appropriate for the following reasons: 

 

1. The Public Body requested that the third party destroy the document. 
 

• While this action had the effect of preventing the information from being 
further disclosed, I have recommended an alternative approach, below, in my 
analysis of the Public Body’s privacy breach management procedure. 

 
2. The Public Body apologized to the Complainant and the third party. 

 
• This is a vital step in communication between the Public Body and the 
Complainant.  The necessity of a sincere apology is discussed more fully, below, 
in my analysis of the Public Body’s privacy breach management procedure. 
 

3. The Public Body reminded the particular staff member to double check all 
 envelopes in future, and reminded the other three staff members, likewise.  
 

                                                 
1“Key Steps in Responding to Privacy Breaches” (July 2012), online:  Office of the Information and Privacy 
Commissioner of Alberta 
http://www.oipc.ab.ca/Content_Files/Files/Publications/Key_Steps_Responding_July_2012.pdf 
 

http://www.oipc.ab.ca/Content_Files/Files/Publications/Key_Steps_Responding_July_2012.pdf�
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4. A reminder, and periodic reminders, were sent to all staff, to be diligent with 
 respect to the personal information of workers. 

 

[23] Despite these positive actions carried out by the Public Body, I have concluded that the 

Public Body’s response to this privacy breach was not adequate.  Further, based on my 

analysis, and on follow-up information provided to this office, which is discussed more 

fully below, I agree with the Complainant, that the Public Body’s explanation of human 

error is not a sufficient explanation for what has occurred.  The Public Body has a 

legislated duty to protect the personal information of clients, and to guard against the 

risk of unauthorized disclosure.  While the above-listed actions taken by the Public Body 

are necessary steps toward prevention of privacy breaches such as this, there are 

additional, specific, procedural changes that the Public Body could make.  Indeed, in the 

years following this privacy breach, some positive changes have been made, which are 

discussed more fully under Issue Three, below.  

 

 Containing the Breach: 

[24] In Investigation Report 131-2015, supra, the Saskatchewan Information and Privacy 

Commissioner noted, at paragraph [11], that examples of steps that should be taken 

immediately following a privacy breach include the following: 

 
• stopping the unauthorized practice;  
• recovering the records;  
• shutting down the system that has been breached;  
• revoking access privileges; or  
• correcting weaknesses in physical security.  

 

[25] The Public Body did not recover the record following the privacy breach.  Instead, it 

requested that the third party destroy the record.  While this might be an effective 

response in many cases, a superior response would be for the Public Body to recover 

the record.  If this approach is taken, the Public Body would be more certain of the 
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precise personal information contained in the record, and the Public Body would be 

certain that the record would be securely destroyed.  Recovering records that have been 

inadvertently disclosed to third parties can be achieved through various means:  for 

example, sending a self-addressed, postage-paid envelope to the third party, so that the 

record may be returned, or having the record picked up by a representative of the 

Public Body. 

 

 Plan for Prevention: 

[26] At paragraph [21] of Investigation Report 131-2015, supra, the Commissioner also 

notes: 

 
[21] The final step is to formulate a plan to avoid future breaches of a 
 similar nature. Some changes that are needed may have revealed 
 themselves to the public body during the investigation phase such 
 as deficient policies or procedures, a weakness in the system, a 
 lack of accountability measures or a lack of training. This is an 
 important step in addressing a privacy breach because a privacy 
 breach cannot be undone but the public body can learn from it 
 and improve.  

 

[27] The Public Body did take steps to prevent future privacy breaches by reminding staff, 

regularly, of their duties to protect the personal information in their custody and 

control.  Reminders are a helpful part of a culture of privacy protection; however, 

identifying and correcting weaknesses in procedures is also necessary.  With the 

particular form of breach in this review, there are a myriad of approaches to minimize or 

eliminate the potential of a repeat error.  If it is possible, for example, to work on one 

client's file at a time, then it is preferable to do so.  Windowed envelopes are also highly 

recommended to prevent the type of inadvertent disclosure that occurred in this 

breach.  The Public Body should address the weaknesses in its system, and rectify them.     
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[28] In my view, adopting procedural changes such as those noted above would have 

improved the breach response of the Public Body following the unauthorized disclosure 

of the Complainant’s personal information.  The Public Body did implement a very 

positive, organizational change.  To its credit, the Public Body adopted a formal breach 

tracking system and implemented a privacy breach management procedure.  A 

description and analysis of this procedure are provided below. 

 

 Issue Three: Did the Public Body make sufficient efforts to ensure that such privacy  
   breaches do not occur in future? 
  

[29] The initial investigation of this complaint was completed in July, 2010.  In July, 2015, as I 

was a newly appointed Commissioner, I wrote to the Public Body seeking information 

relating to privacy breaches during the intervening five years.  The following is a 

summary of the Public Body’s response: 

 
 Reported disclosures of personal information by the Public Body since July 22, 2010

[30] The Public Body advises that it has maintained a detailed database of privacy breaches 

since October 7, 2011.  It defines a privacy breach as an unauthorized access to, or 

collection, use, or disclosure of, an individual's personal information.  The Public Body 

further advises that some of the incidents were reported by employees of the Public 

Body, and others were reported by parties with whom the Public Body does business, 

including workers, employers, and vendors. 

:  

 

[31] The Public Body reports that between October 7, 2011, and August 5, 2015, the Public 

Body recorded 47 privacy breaches. The privacy breaches range in description from 

incidents such as a cheque and voucher going to an incorrect physiotherapy clinic, to a 

medical report going to an incorrect worker.  The breaches are broken down by 

category of record, as follows: 
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Category of Information/Record Number of Instances 
Payment-related  14 
Physio approval letter (including diagnosis)  6 
Claim acceptance letter (including claim 
details)  6 

Form-letters to request completion of a WCB 
form  4 

Business contact information-related  3 
Travel-related  3 
Medical report  2 
Claim cost-related  2 
Prescription information  1 
Ease-back progress report  1 
"Top up" calculation letter  1 
Claim assignment letter  1 
General correspondence  3 
Total  47 

 
 

 New procedures implemented by the Public Body

[32] The Public Body notes that its internal procedure on privacy breach management, 

Procedure PRO-127

: 

2

 

 (“the PBM procedure”), became effective on January 15, 2013, and 

states: 

  The Workers Compensation Board (WCB) manages the personal 
information of workers, employers, and staff. It is the responsibility of all 
WCB staff to protect the personal information in the custody and control 
of the WCB and to ensure compliance with the Freedom of Information 
and Protection of Privacy Act (FOIPP).  

 

[33] The PBM procedure describes the steps that occur in response to a privacy breach, 

including: 

 
1. Report The Breach (Or Potential Breach), which includes 
 notification to the head of the Public Body; 

                                                 
2 Prince Edward Island, Workers’ Compensation Board of PEI, Procedure Number PRO-127R, “Privacy Breach 
Management” (17 December 2013) 
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2. Contain The Breach (Or Potential Breach); 
3. Investigate The Breach (Or Potential Breach); 

 4. Notification, where the Public Body has discretion regarding 
 whether to notify the affected individuals; and 

 5. Document And Close The File. 
 

I will discuss these steps more fully below, while applying each step of the guidelines 

offered by the Information and Privacy Commissioners of Saskatchewan and Alberta, 

previously referred to at paragraphs [20] and [21], above. 

 

 Step One:  Contain the Breach 

[34] Containing the breach is the first step in both the Saskatchewan and Alberta guidelines 

to respond to privacy breaches.  Paragraph 7 of the Public Body's PBM procedure states 

that "[t]he supervisor will immediately act to stop or contain the breach.”  Although the 

PBM procedure does not elaborate on the methods recommended to contain a privacy 

breach, it is clear that the Public Body is aware of the need to prevent the invasion of 

privacy from escalating; presumably, that is why the Public Body requested that the 

third party in possession of the Complainant’s personal information destroy the record.  

As noted above, I recommend that the Public Body, instead, take steps to recover the 

records that are the subject of a privacy breach.  As noted below, I recommend that this 

step be included in the Public Body’s PBM procedure. 

 

[35] For reasons of guidance and clarity for current and successive management and staff of 

the Public Body, I recommend that the Public Body elaborate on the statement at 

paragraph 7 of the PBM procedure, by stating that actions that may be taken to contain 

the breach should include, but not be limited to, the following: 

 

• stopping the unauthorized practice;  
• recovering the records;  
• shutting down the system that has been breached;  
• revoking access privileges; and/or  
• correcting weaknesses in physical security.  
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 Step Two:  Notify affected individuals and/or appropriate organizations 

[36] Notification is the third step in the Alberta guidelines, and the second step in the 

Saskatchewan guidelines.  The Public Body's PBM procedure includes internal 

notification at paragraphs 5 and 6, and notification of affected individuals at paragraph 

15.   

 

[37] The Public Body advises that workers whose personal information has been disclosed 

without their consent are not always notified of the inadvertent disclosure.  The Public 

Body has provided itself with discretion as to whether notification occurs, or not.  The 

Public Body advises that the factors going into the exercise of discretion regarding the 

notification of affected individuals are set out at section 15 of its PBM procedure, as 

follows: 

 
15. Notification of affected individuals will occur if it is necessary to 
 avoid, mitigate, or address harm to them. In assessing the level of 
 harm and deciding whether notification is required, the FOIPP 
 Coordinator, in consultation with the director, will consider the 
 following factors:  

 
• there is a reasonable risk of identity theft. Identity theft is 
 a concern if the breach includes an individual's name in 
 conjunction with a social insurance number, personal 
 health number, credit card number, or any other 
 information that can be used for fraud by third parties 
 (e.g. financial).  
• an individual has been placed at risk of physical harm, 
 stalking, or harassment.  
• an individual may experience hurt, humiliation, or damage 
 to reputation. This type of harm can occur with the 
 unauthorized disclosure of mental health records, medical 
 records, or disciplinary records.   
• damage to an individual's reputation may affect business 
 or employment opportunities.  
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[38] The Public Body advises that it has notified, or attempted to notify, workers in 59% of 

cases.  It relies upon the assessment of harm mechanism in its PBM procedure as the 

determinant for the need to notify.  As noted below, it is a common practice in other 

jurisdictions to assess harm from a privacy breach in order to determine whether 

notification of the affected individual should occur.  The mechanism for assessment of 

harm should be sufficiently defined, so that decisions regarding notification are fair and 

consistent. 

 

[39] Based on my review of paragraph 15 of the PBM procedure, set out above, I find that 

the “harm test” is not adequate to determine whether to notify affected individuals, or 

not.  Given that affected individuals were notified in only 59% of breaches, I have 

recommended additions to its harms test, so that the Public Body considers all relevant 

factors to properly exercise its discretion to notify. 

 

[40] The Public Body advises that notification did not occur for breaches involving  

medical/health information on at least two occasions. It provides the following 

comments relating to these failures to notify: 

 
. . . Both of the cases in question date from 2014, involve Physiotherapy approval 
letters (which include information on diagnosis), and reflect an assessment of 
the level of harm in light of the factors set out at Section 15. In both cases, the 
letter in question went to an incorrect physiotherapy clinic. The letters in 
question were also destroyed in both cases.  

 

[41] I recommend changes to the Public Body's notification requirements, as I believe it is 

likely that the Public Body is not notifying victims of privacy breaches as often as it is 

necessary to do so.  The Health Information Act3

                                                 
3 Bill 42, Health Information Act, 4th Sess, 64th Leg, Prince Edward Island, 2014 cl 36(2) (assented to 14 May 2014), 
PE 2014, c. 31. 

 was given Royal Assent in this province 

in the spring of 2014, but it has not yet been proclaimed.  When it is proclaimed, the 

Public Body will be subject to its provisions, as a custodian of personal health 



 Page 18 of 32 

information.  Subsection 36(2) of the Health Information Act, supra, states that 

notification of affected individuals shall be carried out by a custodian at the first 

reasonable opportunity, unless the custodian reasonably believes that the breach will 

not: 

36. (2)     . . .  
 (a)  have an adverse impact on the provision of health care or 
 other benefits to the individual to whom the personal health 
 information relates; 
 (b)  have an adverse impact on the mental, physical, economic or 
 social well-being of the individual to whom the personal health 
 information relates; or 
 (c)  lead to the identification of the individual to whom the 
 personal health information relates.   

 

I note that the Public Body has not included an equivalent of clause 36(2)(a) in its factors 

for consideration of whether to notify affected individuals.  I recommend that, at a 

minimum, this factor be included. 

 

[42] I note that the Public Body's PBM procedure includes, as part of the “harm test”, 

whether there is a reasonable risk of identity theft.  It states as follows: 

 

. . .  Identify theft is a concern if the breach includes the individual’s name 
in conjunction with a social insurance number, personal health number, 
credit card number, or any other information that can be used for fraud 
by third parties. 

 

Given the personal health information that is in the Public Body’s custody and control, I 

recommend that the Public Body pay specific attention to the analysis of the possibility 

of this particular harm, as relatively little information is required to risk identity theft. 

 

[43] Paragraph 17 of the PBM procedure states that notification will include an explanation 

of what occurred, the personal information released, and the steps the Public Body is 

taking to recover the information, and/or minimize any harm.  These are all important 



 Page 19 of 32 

elements of a breach notification.  However, in my view, they are incomplete.  The 

Alberta guidelines recommend, at page 6, that the following information be included in 

a notification, some of which is required by Alberta legislation, which I find to be a more 

comprehensive list, and which I recommend to be included in the Public Body’s PBM 

procedure: 

 
• Date on which or time period during which the breach occurred*; 
• Description of the circumstances of the breach (a general 

description of what happened)*; 
• Description of the information involved in the breach* (e.g. name, 

credit card numbers, SINs, medical records, financial information, 
etc.); 

• Description of any steps taken to reduce the risk of harm*; 
• Next steps planned and any long term plans to prevent future 

breaches; 
• Steps the individual can take to further mitigate the risk of harm. 

Provide information about how individuals can protect 
themselves e.g. how to contact credit reporting agencies (to set 
up a credit watch); how to change a personal health number or 
driver’s license number. 

• Contact information of a person who can answer questions about 
the breach*; 

• That individuals have a right to complain to the Office of the 
Information and Privacy Commissioner. Provide contact 
information. 

 

 Inclusion of Apology 

[44] I note that the Public Body's PBM procedure does not contain a requirement, or a 

recommendation, for apology once the worker is notified of the privacy breach.  I do not 

necessarily think that this is a shortfall of the procedure, and I note that neither the 

Alberta, nor the Saskatchewan, privacy breach guidelines include an apology with their 

notification procedure.  However, given that the Public Body did apologize to the 

Complainant for the privacy breach under investigation, I wish to comment on the 

importance of apology, in these circumstances. 
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[45] It has long been a tool of resolution of privacy complaints to include a sincere apology to 

the affected complainant.  The Tribunal Services Department of the Ontario Office of 

the Information and Privacy Commissioner discussed apologies as a tool of mediation in 

its fall 2002 newsletter, quoting Carl Schneider’s article, “’I’m sorry’:  The Power of 

Apology in Mediation”4

 

, as follows: 

Apology involves the acknowledgement of injury with an acceptance of 
responsibility, affect (felt regret or shame – the person must mean it), 
and vulnerability – the risking of an acknowledgement without excuses.  
It is repair work – work that is often necessary, but difficult . . .  
 
An apology is an act that is neither about problem-solving or negotiation.  
Rather it is a form of ritual exchange where words are spoken that may 
enable closure.   

 

[46] The Office of the Information Commissioner of Queensland, Australia, lists “Give a 

meaningful apology” as one of its top five tips for resolving privacy complaints5

 

.  It notes 

that attempts to resolve complaints will often fail if a public body does not provide the 

apology in a timely manner, or if the apology does not seem sincere.   

[47] I encourage the Public Body to continue to include an apology when it notifies a worker 

of a privacy breach.  I leave it to the Public Body as to whether it wishes to include the 

provision of apology in its PBM procedure.  An apology is not an admission of guilt; 

rather, it is an acknowledgement by the Public Body that a complainant has been 

harmed in some way, and that the Public Body is empathetic to the harm experienced.  

Continuing with this approach is indicative of the culture of privacy protection that 

should be established by the Public Body. 

                                                 
4 Carl D. Schneider, Ph.D,, “I’m Sorry” The Power of Apology, online:  Mediate.com 
http://www.mediate.com/articles/apology.cfm, cited in Office of the Information and Privacy Commissioner of 
Ontario, Mediation Works!, Tribunal Services Department,  Issue 2 (Fall 2002) 
5 Austl, Queensland, Office of the Information Commissioner, Tips for Resolving Privacy Complaints (Practice Note 
– Information Privacy Act 2009), online:  Office of the Information Commissioner Queensland  
<https://www.oic.qld.gov.au/publications/practice-note/tips-for-resolving-privacy-complaints> 

http://www.mediate.com/articles/apology.cfm�
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 Step Three:  Investigate the Breach 

[48] Investigating the breach is the third step in the Saskatchewan guidelines.  Although it is 

not specifically listed as a step in the Alberta guidelines, thorough investigation is 

included in Alberta's fourth step, under "Prevention".  Paragraph 8 of the Public Body's 

PBM procedure requires a supervisor of the Public Body to obtain specifics of the 

breach.  This step is found under the heading “Investigate the Breach (Or Potential 

Breach)”.   

 

[49] I am satisfied that the Public Body follows this step in its breach management process.  

The Public Body advises that each breach is thoroughly investigated. The Public Body 

also advises that it seeks to identify the specific cause of the incident, so as to learn 

from the experience, educate the parties involved, improve processes, and, ultimately, 

mitigate against future occurrences.  These actions are discussed more thoroughly in 

Saskatchewan's fourth step, below. 

 

 Step Four:  Plan for Prevention 
[50] The Public Body points out that its responsibility to protect personal information is one 

that it takes very seriously.   It states that it is continually trying to improve its processes 

so as to mitigate against privacy breaches, and, when they occur, to manage them as 

appropriately as possible.  

 
[51] As noted above, the Public Body has been responsible for 47 privacy breaches since late 

2011.  The Public Body points out the volume of clients and correspondence it deals 

with.  It notes that, in 2014, for example, it sent 29,471 pieces of correspondence to 

workers, and 4,021 pieces of correspondence to employers, for a total of 33,492 pieces 

of correspondence. These pieces of correspondence were sent to a total of 4,961 

workers, and 2,036 employers. In this context, some might say that 47 reported 

breaches are not excessive.  In my view, they are excessive if the breach is preventable.  

Prevention is what step four attempts to achieve. 
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[52] As the investigation continued, I was provided with further information relating to 

reported privacy breaches.  The Public Body was requested to break its privacy breach 

data down by year.  The Public Body responded with the following information: 

 
• In 2012, there were 9 breaches.  
• In 2013, there were 12 breaches.  
• In 2014, there were 17 breaches.  
• During the first half of 2015, there were 6 breaches.  

 

[53] The above information clearly indicates that the number of privacy breaches reported 

each year since the implementation of the Public Body's breach tracking system has not 

decreased.  As noted, the Public Body’s PBM procedure was implemented in January 

2013, and the PBM procedure includes a mechanism to analyze each breach and take 

steps to prevent future breaches. 

  

[54] The Public Body states that every breach is investigated, which allows it to learn from 

experience, educate the parties involved, improve processes, and, ultimately, mitigate 

against future occurrences. The Public Body advises that its attention is paid to patterns, 

which can be instrumental in improving processes and mitigating against future 

occurrences.  

 
[55] The Public Body did not provide examples of remedial actions that have resulted from 

its identification of patterns.  I have made two recommendations, above, which apply 

specifically to the type of breach in this investigation, which affected the Complainant.  I 

recognize that there are occasions involving “human error”, where it may seem that the 

only remedial action is to remind staff to be more careful next time.  There will always 

be better options for prevention:  staff training, re-training, and seeking staff input; re-

analysis of procedures; and, always taking steps to cultivate a culture of privacy 

protection.  I have made more recommendations below.    
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 Leadership - Dedicated person or committee

[56] The Public Body was asked whether there is an employee, employees, or committee, 

dedicated to the prevention and/or investigation of privacy breaches.  The Public Body 

points to sections 8 to 14 of its PBM procedure, which state as follows:  

:  

 

 8. The supervisor will obtain the specifics of the breach, which includes 
the following details:  
 

• what the individual believes occurred;  
• the personal information involved and what happened to 
 it;  
• when and where the event(s) occurred;  
• the individuals involved;  
• written or other evidence that the alleged incident 
 occurred.  

 
 9.  Within two business days (the day the complaint is reported is day 

one) the supervisor will provide the FOIPP Coordinator with an e-mail, 
with a copy to the respective director, which contains the following 
information: 

  
• how the incident was discovered and by whom;  
• the individual(s) affected;  
• the date of the incident or time period during which it 
 occurred;  
• the circumstances and cause of the incident;  
• the personal information involved;  
• the action taken to contain the breach.  

 
 10.  Where the FOIPP Coordinator determines the incident is a breach, 

the FOIPP Coordinator will update the CEO with respect to the incident 
 

 11.  The FOIPP Coordinator will create a file to document the details of 
the complaint, the investigation, and the corrective action(s) taken.  
 
12.  The FOIPP Coordinator will consult with the supervisor and 
determine whether: 
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• an unauthorized disclosure occurred;  
• personal information continues to be at risk;  
• the incident contravened a section of the FOIPP Act. 

 
13.  If an unauthorized disclosure did not occur, the FOIPP Coordinator 
will document the findings, notify the supervisor, director, CEO, and close 
the file.  
 
14.  When an unauthorized disclosure is substantiated, the FOIPP 
Coordinator will consult with the supervisor and director to:  
 

• ensure the necessary steps have been taken to 
 stop/contain the breach;  
• evaluate the immediate and ongoing risks;  
• identify the individuals whose personal information is 
 affected by the unauthorized disclosure and the harm that 
 may result;  
• review WCB policies, procedures, and processes that may 
 have led to the privacy breach and revise them where 
 necessary to prevent a potential reoccurrence.  

 

[57] The Public Body states that prevention is an organizational priority and is reflected in 

its PBM procedure.  It submits that the supervisor and director of the affected 

business unit, the FOIPP Coordinator, and others, work together to investigate a given 

breach, and, ultimately, mitigate against future ones.  I accept the Public Body’s 

evidence.  However, for the reasons described below, I recommend that the Public 

Body go one step further, by establishing a privacy breach management advisory  

committee.  

 

 A Culture of Privacy Protection 

[58] I have made reference to the cultivation by the Public Body of a culture of privacy 

protection.  This is a necessary element of the goal of privacy breach reduction and 

elimination.  Given the Complainant’s experience with the unlawful disclosure of his 

own personal information, and his evidence that another worker’s personal information 

was disclosed to him, it is understandable that the Complainant has a low level of trust 
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in the Public Body’s ability to provide reasonable security arrangements for his personal 

information.  The Complainant’s low trust level must also be understood in conjunction 

with the lower expectation of privacy that all workers must endure by virtue of their 

claims under the Workers Compensation Act.   

 

[59] Order PP-04-004, Workers Compensation Board, Re, 2004 CanLII 54474 (PE IPC), and 

Order PP-06-002, Workers Compensation Board (Re), 2006 CanLII 39091 (PE IPC), deal 

with the powers of the Public Body to collect and disclose personal information of 

workers.  In the latter order, it was confirmed that a worker’s personal information may 

be disclosed, not only to current employers, but, also to former employers of the 

worker. At page 9 of the former order, it was determined that that the Public Body was 

authorized under the Workers Compensation Act to collect highly sensitive health 

information of a worker for the purpose of adjudicating the worker’s claim.  Given the 

loss of privacy that workers must endure in order for their claims to be properly 

adjudicated, it is vitally important that workers such as the Complainant can be assured 

that their personal information is not disclosed any more than it is required to be 

pursuant to the Workers Compensation Act. 

 

[60] The Public Body is aware of its obligations to workers relating to privacy.  Indeed, at 

page 9 of the Workers Compensation Board Strategic Plan 2013 - 20156

 

, under the 

heading “Client Expectations”, one of the four topics listed is “Increased awareness of 

privacy and access to Information”.  This is significant, as it demonstrates, not only that 

workers are more attuned to their privacy rights, but, also, that the Public Body sees this 

awareness as an expectation worthy of address. 

                                                 
6 Prince Edward Island, Workers’ Compensation Board of PEI, Strategic Plan 2013 - 2015, online:  Workers 
Compensation Board 
<http://www.wcb.pe.ca/DocumentManagement/Document/pub_strategicplan2013_2015.pdf> 
 

http://www.wcb.pe.ca/DocumentManagement/Document/pub_strategicplan2013_2015.pdf�
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[61] Although the Public Body’s PBM procedure encourages the systematic improvement of 

personal information protection, it does not go so far as to establish a committee.  A 

privacy breach management advisory committee should meet regularly to discuss best 

practices, share the analyses of errors, and make recommendations to the head of the 

Public Body for improvements to the culture of privacy protection.  It would not only 

contribute to this culture, its very establishment would demonstrate the importance the 

Public Body places on protection of workers' personal information. 

 

 [62] A culture of privacy protection is a status that must occur across the Public Body if it is 

going to succeed.  In order to cultivate such a culture, I recommend that the Public Body 

involve all staff.  Further, I recommend that the Public Body consider including "privacy 

protection" as part of its performance evaluation of staff who handle personal 

information of workers. 

  

 Website Information 

[63] With further regard to the culture of privacy protection, the Public Body points out that 

its privacy statement, as it relates to its website's Terms of Use, can be seen as the 

footer to all of the pages on its website.  In addition, it advises that matters relating to 

privacy are addressed in a number of its publically-available policies, which can be seen 

on the Public Body’s website, at http://www.wcb.pe.ca/lnformation/Policies.  

 

[64] In 2015, a business or public body website is often the first place that citizens turn to 

obtain information about the organization.  Upon a visit to the Public Body’s website, it 

is abundantly clear that worker safety is a priority, as it should be.  In my view, worker 

privacy should also be a priority.  The Public Body is already aware of the importance 

that workers place on the privacy of their personal information, as is demonstrated in its 

most recent strategic plan.  The Public Body is also aware that this is not a new concern.  

Eleven years ago, when Order No. PP-04-004, supra, was issued, the complainant of that 

http://www.wcb.pe.ca/lnformation/Policies�
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review stated that she required assurances that: 

1. her medical files were secure; 
2. her medical files were not available for general perusal by employees of 

 the Public Body; and 
3. her medical files would not be disclosed to any third party. [page 12] 

 

[65] The Public Body is obligated to protect the privacy of workers’ personal information 

under its custody and control.  I recommend that the Public Body go one step further, 

and be seen, publicly, to protect workers’ privacy.  An appropriate medium to 

demonstrate the Public Body’s commitment to workers’ privacy protection is the Public 

Body’s website.  Publishing a privacy protection statement and/or policy on the Public 

Body's website would contribute to its culture of privacy protection. 

 

V. FINDINGS 

 

[66] I find that the head of the Public Body violated Part II of the FOIPP Act when it 

inadvertently disclosed the personal information of the Complainant to a third party.   

 

[67] I find that the response of the head of the Public Body to the privacy breach was 

appropriate, for the following reasons: 

 

• The Public Body requested that the third party destroy the document.  
 However, it is notable that I have recommended an alternative approach 
 below. 
 
• The Public Body apologized to the Complainant and the third party. 
 
• The Public Body reminded the particular staff member to double check all 
 envelopes in future, and reminded the other three staff members 
 likewise. 
  
• A reminder, and periodic reminders, were sent to all staff, to be diligent 
 with respect to the personal information of workers. 
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[68] I find that, despite the positive actions carried out by the Public Body, as listed above, 

the Public Body’s response to the privacy breach was not adequate, from a prevention 

standpoint.  The head of the Public Body continues to violate Part II of the FOIPP Act by 

inadvertently disclosing the personal information of workers to third parties. 

 

[69] I find that the head of the Public Body has made efforts to prevent the ongoing 

disclosure of personal information of workers to third parties, and I commend the Public 

Body for these efforts, as they were made solely at the initiative of the Public Body.  

However, I find that these efforts are not sufficient to uphold the Public Body’s 

obligations to protect personal information in its custody and control under Part II of the 

FOIPP Act. 

   

VI. ORDER 

 

[70] As the Public Body has already remedied the unauthorized disclosure of the 

Complainant’s personal information, no order will result from this investigation.  

However, based on the findings summarized above, I have recommended, below, that 

the Public Body report to me every six months for two years with a detailed summary of 

improvements made to the processes and policies that will help to prevent future 

privacy breaches, and encourage a culture of privacy protection throughout the Public 

Body. 

 

 VII. RECOMMENDATIONS 

 

[71] I RECOMMEND that the head of the Public Body continue to provide education to its 

management and staff relating to proper information handling methods when 

collecting, using, and disclosing personal information, and about their obligations to 

protect privacy under the FOIPP Act. 
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[72] I RECOMMEND that management and staff training should recognize the vulnerability of 

workers, whose expectation of privacy is already lowered due to the statutory powers of 

the Public Body.  Until there is an understanding of this vulnerability by all employees of 

the Public Body who handle workers’ personal information, the Public Body’s ability to 

achieve its obligations under the FOIPP Act will continue to be compromised.   

 

[73] I RECOMMEND that the Public Body further develop its PBM procedure to make 

reasonable security arrangements against the risks of unauthorized collection, use, or 

disclosure, of workers’ personal information, and to prevent privacy breaches by 

disclosures of this nature from occurring in the future.  I RECOMMEND that such further 

development should include the following: 

 

i. 
 

Containing the Breach 

a. Rather than requesting that third parties destroy personal 
information that has been inadvertently disclosed to them, I 
RECOMMEND that the Public Body recover the records containing the 
personal information. 

 
b. I RECOMMEND that the Public Body elaborate on the statement 

currently at paragraph 7 of its PBM procedure, by stating that actions 
that may be taken to contain the breach should include, but not be 
limited to, stopping the unauthorized practice, recovering the 
records, shutting down the system that has been breached, revoking 
access privileges, and/or correcting weaknesses in physical security.  

 
ii. 

 
Notification 

a. I RECOMMEND that the following factor be included in the “harm 
test” that the Public Body uses to exercise its discretion regarding 
whether to notify affected individuals, or not: whether the breach 
would have an adverse impact on the provision of health care or 
other benefits to the individual to whom the personal information 
relates; 
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b. I RECOMMEND that the Public Body pay specific attention to the 
analysis of the possibility of identity theft arising from unauthorized 
disclosure of personal information, as to the analysis of the possibility 
of this particular harm, as relatively little information it required to 
risk identity theft; 

 
c. I RECOMMEND that the following facts be included in the 

notification to be provided to affected parties, and contained in the 
Public Body’s PBM procedure: 

 
• Date on which, or time period during which, the breach occurred; 
• Description of the circumstances of the breach (a general 

description of what happened); 
• Description of the information involved in the breach (e.g., name, 

credit card numbers, SINs, medical records, financial information, 
etc.); 

• Description of any steps taken to reduce the risk of harm; 
• Next steps planned, and any long term plans, to prevent future 

breaches; 
• Steps the individual can take to further mitigate the risk of harm. 

Provide information about how individuals can protect 
themselves, e.g., how to contact credit reporting agencies (to set 
up a credit watch), how to change a personal health number or 
driver’s license number. 

• Contact information of a person who can answer questions about 
the breach; 

• That individuals have a right to complain to the Office of the 
Information and Privacy Commissioner.  Provide contact 
information. 

 
d. I encourage the Public Body to continue to include an apology 

when it notifies a worker of a privacy breach.  I leave it to the Public 
Body as to whether it wishes to include the provision of apology in 
the PBM procedure. 

   
iii. 

 
Prevention 

a. I RECOMMEND that the Public Body’s plan for prevention should 
include identifying and correcting weaknesses in procedures, policies, 
a weakness in the system, a lack of accountability measures, or a lack 
of training. 
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b. I RECOMMEND that the Public Body establish a privacy breach 
management advisory committee that will meet regularly to discuss 
best practices, share analyses of errors, and make recommendations 
to the head of the Public Body for improvements to the culture of 
privacy protection. 

 
c. I RECOMMEND that the Public Body further develop a culture of 

privacy protection, which may include the following: 
 

i. Consideration of the possibility of including privacy 
protection as part of the performance evaluation for staff who 
handle personal information of workers; and 

 
ii. Publication of a privacy protection statement and/or policy 

on the website of the Public Body. 
 

[74] I RECOMMEND that the head of the Public Body report to me every six months for two 

 years, regarding the following: 

 

i. Statistics regarding the number and type of privacy breaches, if any, 

perpetrated by the Public Body; 

 

ii. Whether the recommendations outlined above have been followed, and, 

if so, how, and, if not, why; and 

 

iii. Any additional changes to any policies or any procedures that, in the 

opinion of the head of the Public Body, have an effect on its obligations to 

protect workers’ personal information in accordance with Part II of the FOIPP 

Act.  

 

[75] As noted above, I appreciate the efforts made by the Public Body, thus far, in attempting 

to minimize violations under Part II of the FOIPP Act.  I am also grateful to the 

Complainant.  Injured workers, by definition, are already at a disadvantage, and, as 
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noted above, are in a vulnerable position in relation to the Public Body.  To launch a 

privacy complaint under such circumstances takes initiative, and a belief that 

improvements can be made.  It is now up to the Public Body to demonstrate to workers, 

including the Complainant, that it is committed to a culture of privacy protection. 

 

 
 
 
     _________________________________ 
     Karen A. Rose 
     Information and Privacy Commissioner 
 
 
 
 
 
Postscript: By letter dated November 6, 2015, the Workers Compensation Board stated that 

it concurs with the findings set out in this Investigation Report.  The Acting CEO further stated, 

as follows: 

 

The WCB is committed to the protection of privacy, and we take your report and 
recommendations very seriously.  Over the past number of years, WCB has made 
various attempts to minimize harm from disclosure and prevent further 
incidents.  It has been a continuous learning from our experiences, and we are 
confident that by taking a proactive approach in maintaining a database, 
thoroughly investigating each complaint, and establishing a procedure for 
managing Privacy Breaches, we can achieve our goal of minimizing Security 
Breaches. 

 

Because the Workers Compensation Board will be reporting to the Office of the Information 

and Privacy Commissioner every six months for the next two years, updates may be found in 

the annual reports of this office. 

 


